Pagel of 1

From: "Aaron Barr" <aaron@hbgary.com>

To: "Matthew Steckman" <msteckman@ palantir.com>
Cc: "Aaron Zollman" <azollman@palantir.com>

Sent: Sunday, October 24, 2010 7:29 PM

Attach: Armando Johnson - Facebook.rtfd.zip

Subject:  Analysis Assistance

Matt,

We can talk more about this tomorrow but | need some assistaheandre | am digging into the vulnerabilities of
social media the more | am getting nervous and | want to prove the paimtgoing to target the largest nuclear
operator in the United States, Exelon, and | am going to do a soci& taggeted collection, reconnaissance against
them. | also want to prove the power of link analysis in pulling out sluatelligence information from people
friends.

The attached is an example of data | just pulled form a seeds fadeimook page. From here you can determine
are 12 other people he is friends with that publically list they WarExelon. Just taking those 12 and correlating
common friends you should be able to pull out a bunch of others that work famipany but just don't publicly list
it.

There is a bunch more | think we can do with this data just offcebfaok. Then we can extend that out to twitter anc
linkedin, etc. | have submitted talks at BlackHat DC, B-S#sFran so far for this.

Let me know what you think.

The premise is well I think you can get the premise with thetldiecussions around Stuxnet. Things are going to
start getting heated up and we are just a sitting target.

Aaron Barr

CEO

HBGary Federal, LLC
719.510.8478

2/13/201.:



236 Micklitz Dr
Pottstown, PA 19464
Property Value $287,500

Aliases: None

Age: 35

Date of Birth: 11/24/1974
Phone: 610-718-8398
Relatives

Theresa Lynn Johnson 40

Reginald Lynn Johnson 44

Lavonda Michelle Johnson 42

Angela Williams (Johnson) - Wife

3 Children (K - 16, DJ - 11, and AJ - 4)

Hometown Elizabeth, NJ
Likes: Ip Man, NFL, | don't care about your farm, etc.

48894 1414496786 7832 _q.jpg —
Adam Burchette

48659 1481862826 7232 _q.jpg —
Adam Donell
Exelon

49534 639155617 5647 _q.jpg -
Adrian Padilla

41648 1379347303 3843224 q.jpg -
Adriana Del Forno

50111 1521325870 6387_q.jpg -
Adriane Padakis Collett

48895 798984870 7542788 _q.jpg —
Alex Bejarano

41502 1068443425 2176 q.jpg -
Alexander Fertig

41628_1368231352_4388_q.jpg -



Alexander Huggin Curlington

41381 1602074301_5277_q.jpg —
Aleyda Barrios

70854 524993928 3137077_q.jpg -
Alissa Valiante

48894 677258948 7590 q.jpg -
Allan Charles
Exelon

41632_1563856945 974 q.jpg =
Allen Columbus

27494 _1914797_8750_q.jpg -

Alyssa Heydt
Ulllinois

48972 537851375 6922868 q.jpg -
Andre Gerard

49693 1325697080 9758 (.jpg -
Andre M Polhill

49140 1508680466 4059 g.jpg -
Andrew Hoffmann

48911 100000098645962 8891 d.jpg —
Andrew KrukowskKi

41717 638737452 6131 _q.jpg -
Andrew Oswald

23085_100000878757580_5499 _q.jpg -
Andrew Yawger



27421 100000279703864 5696 q.jpg -
Andy Oswald

23108_100000784327263_7297_q.jpg —
Andy Plumley

49143 679222969_5512_q.jpg —
Angel Lopez

41502_1677726470_9383_q.jpg —
Angela E Johnson

70918_553549066_6098120_q.jpg -
Angela 31 Jeon

41763_683177113_4865_q.jpg -
Anthony Glenn Evans

27487 10508030 9116 g.jpg -
Anuj Jain
Drexel

41656_1205863987_9497_q.jpg -
April Michelle Davis-Benson

49137 1199915626 6255 q.jpg -
Armando Rodrigues

41394 1612711391 8961 q.jpg -
Barrie Litzky

41408 1512736017 9236 q.jpg -
Ben Sauers

49948 1147453346 6593 q.jpg -
Beth Marvel



49307_1428542489 2072_q.jpg -
Bill Ferqueron

48987 1047605343 7006 _(.jpg —
Bill Romlin

41761 1032697003 3084 (.jpg -
Binh Lai

48991 100000163273801 236 q.jpg -
Bob Lance
Exelon

23067 571901682 9511 g.jpg -
Bob Mandik

41433 _100000923338458 9805_q.jpg —
Bobby Colucci

27413 100000194138885 3484 (.jpg =
Brandon Shultz
Exelon

41625 1091160194 490 q.jpg -
Brett Bukowski
Salesianum School

41671 1404768070_4626 q.jpg —
Brian Devine

41704_1090534609_7716_q.jpg —
Brian Fogarty

41475 1840532169 9553 q.jpg -
Brian Stratton

41631_100000249152244 2892 _q.jpg -
Caitlin Chandler



41418 676097360 4233633_q.jpg -
Carlos J. Pineiro

48955 1119433622 7998094 q.jpg -
Carlton Gillis

49533_658368083_2733559_@.jpg -
Carola Hawryliuk

70611 1429020664 2228738 q.jpg —
Casey Sierzega

41675 699264489 8680 q.jpg -
Celena Cook Banks
Exelon

27392 1121856295 933 (g.jpg -
Chad Eskew

49862_1140142654 5310 _q.jpg -
Charles Piffer

41374 54202638 7396 _q.jpg -
Chris Shimer
Widener

41552 621952 1281 Q.jpg —
Christian Ramos

49309 1111576364 1220 _q.jpg -
Christina Benevento

41710_785250376_7464_q.jpg —
Cindy Gelber

41649_1669481525_2509_q.jpg -



Cindy Luicana Salerno

41477 642291057 6491565 Q.jpg —
Clarence Jackson

41692_559785232_1127_dq.jpg -
Corey Petroske

41372 121203269 1259 q.jpg -
Corie Reeves Glenn
Missouri S&T

49138_1602195551_3993 ¢.jpg -
Craig Hanson

41707_1492926053_5529_q.jpg -

Cynthia M. Sanchez
Kean

49920_1178560320_7002347_q.jpg —
Cynthia Reister

23099 1064273074 4810 _q.jpg -
Daniel J Semeter

41402 647473958 7228 q.jpg -
Daniel Koutouzakis

49057 1361190442 1439 q.jpg -
Daniel Olson

UllgmHJn-SK.gif -
Daniel Weiksner

50094 1340880033 9102 g.jpg -
Danielle De Vita
Delaware



27341 785427644 8045 g.jpg -
Darrell Lock

41660_1069992513 8124 q.jpg —
Dave Cheung

23192 100000724227147 3686 _(.jpg -
Dave Crowe

27456_1214884759 3656_q.jpg -
Dave Molteni

41435 1495640716 6708 q.jpg —
David Arthur Cole

41674 1422012690 3966 (.jpg -
David Katz

41366 1744308768 9100 (g.jpg -
David Williamson

41641_1596451939_3370483_¢g.jpg —
Dawn Montgomery Hazen

70355 1583091812 3204673 _q.jpg =
Deborah Johnson Fisher

27453 9304070 5067 _q.jpg =
Declan Doran
Exelon

49064 _100000158498454 969 q.jpg -
Dia Green

41490_1261808303_394_q.jpg -
Dignora Pulido Paini



27413 1340538616 2525 g.jpg -
Dina Dasilva-Gomes

41517_100000687705138_69_q.jpg —
Dominique Johnson

41472 _100000385909806 6978 q.jpg =
Ed Helms

41667_1031882370 2656 (.jpg —
Ed Kruse

41673 1168571536 5086 q.jpg -
Edwardo Gonzalez

41647 584718961 5151312_q.jpg -
Eli Alkatraxx Gonzalez

41764 1514673276_282_q.jpg -
Elizabeth Castillo

41774 1077923785 9701 _q.jpg -
Emilee Fiske Cruz

41759 799128901 7328 q.jpg —
Eric Rose

49302_1420524661_ 5268799 _q.jpg -
Fay Johnson-Bass

48976 _100000458896951 3937 _(d.jpg =
Felicia Cote

41403 1050805383 3357 _(.jpg —
Frankie Womack



41532_1517323852_7067028_q.jpg -
Frederick O'Malley

49065 10500505 2930 g.jpg —
Garret T. Hooper
Drexel

41383 8207912 2614 q.jpg -
Gena Heng
Temple

41667 1200407101 8442 q.jpg -
Gerardo Caprario

27456 505363114 1296 g.jpg -
Gina Colabelli

41627_1244862539_8696_q.jpg -
Gina Lambo DeNigris

48819 725165125 5821 q.jpg -
Giselle D. Martinez
Exelon

41402 1154066963 705 g.jpg -
Gloria Jean Sweitzer Auve'

41665_1660952546_6666_0.jpg -
Grace Mignogna Fernandez

49924 504557655 _3859730_0.jpg —

Gregg Favalora
Yale

48981_1070767274_4510_q.jpg —~
Gregory A. Rowe
GWU

48987_71601850_6533336_(.jpg -



Heather Marvel
Lebanon Valley

41399 501880402 9346 q.jpg -
Howard Lesnik
Michigan

41402 707325033 9865 q.jpg -
Humberto Benitez
UPR Mayaguez

50100 1619990329 6521 q.jpg -
Jack Nickels

49877 1410671935 6514890 g.jpg -
Jacki Phillips Kemp

49300_1376654082_5370_4q.jpg —
Jacy Rider

41624 1493105417 _5646_q.jpg -
Jaime Weaver-Miers

49947 1360275321 6119402 q.jpg —
James Franey

41495 1460882879 4792 q.jpg -
James Frank

23207 _703421662 991 q.jpg -
James McBratney

49311 1541796134 3558642_q.jpg -
James Ordner

41675_1152308253_2442_q.jpg —
Jamey Crozier



41471_100000721946877_2302_q.jpg -
Jamie Libertz (Jamie Gault)

27371_1301910474_ 4939 q.jpg -
Janice Braverman Beinart

41388 1403804017 _52 qg.jpg -
Jason Goldberg

41468_100000708537216_4112711_q.jpg —
Jason Henry

70367 _1094997628 5517932 _q.jpg —
Jason J. Lucas
Department of Veterans Affairs

49147 734372929 8106 q.jpg -
Jason M. Kish

48572 1378677510 9395 q.jpg -
Jason Stele

41764 100000487313012 2181 q.jpg —
Jason Tetreau

48823 1070624999 59 (q.jpg -
Jeanie Ey Weaver

49937_1369910489_5789250_q.jpg —
Jeff Beitinger

49297 1021922554 1142 q.jpg -
Jeff Houpt

41494 1048059656 236 (q.jpg -
Jeff Weaver



70370_100000053622352_586724_q.jpg —
Jeffrey Falk

41542 1085855405 1677885 q.jpg —
Jeffrey L Travers

41769 553558537 1395 q.jpg -
Jenna Lichtenwalner

49304 1558014430 9089 q.jpg -
Jenne Groves

48983_836642377_1686_q.jpg -
Jennie Weir Busciglio

48920 1323514781 6615591 @.jpg -
Jennifer Martz Brickel

49864 535545025 3602300 q.jpg -
Jennifer Ortiz Meza

41711_1523253235 2596511 _q.jpg -
Jennifer Ramos Ayala

41623_1326715398 4459 q.jpg -
Jennifer Ritchie Buckley

41391 1008385847 9310 q.jpg -
Jennifer Schuchman Novick

49861_1057559587_6905_(.jpg —
Jenny Hertzog

23253 _647717617_2707_q.jpg —
Jeremy Neuer



48911_9382614 1446983_¢.jpg —

Jess Bryson
Penn State

48964_852060586_1482712_q.jpg —

Jessica Kissinger
Penn State

49053 1020705329 9075 g.jpg -
Jessica Lederman

41763 9368968 5982 g.jpg -
Jim Fogarty
Penn State

41767_100000650161403 6896 (q.jpg =
Jim Hazen

49546 1260676339 2666 0.jpg —
Joan Karr

23208_100000669561483_9456_(.jpg —
Joe Bryant

48578 1601719914 1183 g.jpg —
Joe Fescenmyer

41642 1585368463 4354769 q.jpg -
Joe Murphy

41386_1556890372_5010_q.jpg -
Joel Upshaw

50109 572791547 7153093 _q.jpg —
John Piarulli

49228_500093263_5466_d.jpg -



John Yurasits (Janos Yurasits)
Exelon

41552 1035635040 5717 q.jpg -
Jonathan Teich
Columbia

41399 1456587456 8923 q.jpg -
Jonathan Wayne Allis

41706 1617249608 7800 g.jpg —
Jose Moreno

41686_1543632006_7136807_0q.jpg —
Joseph A Castagnino

41636_1242046365_9082_4q.jpg —
Joseph E. Thompson

41619 1300765036_5884_q.jpg -
Joseph Kain

48975_1589810826_5048_q.jpg -
Joseph Szafran

49140 1574891689 1353084 _q.jpg -
Juan Antonio Manrique (Tony)

48893 1061771489 3036050 q.jpg -
Juanita Chandler

41692 1217185191 4838 q.jpg -
Judy Rappaport-lannone

41364 1467081280 5521 q.jpg -
Julie Gunderson-Mihm
Exelon



48898 _652325643_5756601_q.jpg -
K. Darryll Charles

50104 650376023 5620115 q.jpg -
Katerina Zachos

41500 1199903273 6215 g.jpg -
Kathleen A. Charles

48824 13809001 8305 q.jpg -
Katie Monahan Teufel
Ithaca College

41476 1153712609 4517 q.jpg -
Kelly Gauger

49868_9310984_1548_q.jpg -
Kelly Krause

49536 1514067449 2281 q.jpg -
Ken Pavelo
Applied Materials

27414 1560859317 9434 g.jpg -
Kenneth Nowicki

41642_1459264448 6936_0.jpg -
Kerry Racine

22948_1704926883_2885_q.jpg —
Kevin Buckley

70933_1253811572_8131562_q.jpg -
Kevin Gotch

41375 _100000199711370 2112 q.jpg =
Kevin Woodrum



49871 1423119256 4012 q.jpg -
Kevin Yu

49547 1480800005 3151511 g.jpg -
Kim Harrison
Penn State

49224 1204497064 3197502_q.jpg -
Kirsten Stone

49141 100000253336030 7924 q.jpg =
Kris Strausser

41774_831428055_3501_¢.jpg -
Kyle Kennedy

48903_100000553452580_5768_q.jpg -
Landon Gonzalez

27460_100000178707563_7423_q.jpg -
Lara Shaffer Dushkewich

41537_7402775_1490478_q.jpg —
Laura O'Reilley

27492 641500595 8219 g.jpg -
Laura Velez-Garcia

41465 619031891 9515 q.jpg -
Lauren DeRiggi

41698 501629466 3914 q.jpg =
Lauren Lail

41526_1286315629_5838541_(q.jpg —
Leah Aldag Ganley



49224 1320846990 8544 q.jpg -
Leonardo Ortega

49066_592089779_4160_q.jpg -
Lily Korbeil

49007 _560527134 272278 Q.jpg —
Lisa MacDonald

49537 572526988 503117 g.jpg -
Lisa Peterson Korchma

48981_100000868321521_7685122_q.jpg —
Lizandra Vazquez (Lizzi)

41482_1953790 5195947 q.jpg -
Lizette Sanchez Vega
Ulllinois

41400 1583130191 560 q.jpg -
Lorie McDonald

48671 _539175070_95 q.jpg -
Luis Figueroa
UPR Mayagtiez

41370_1056062781 5239 q.jpg =
Marc Ginsberg

27405 100000825063065 287 q.jpg =
Mari Cuba

41640 1423036101 9027 q.jpg -
Maria Lopes

41464_1040191369_3284_q.jpg —



Maria Sgourdas

48743 1456214823 7133 q.jpg -
Maria Vitale-Araneo

48972 1185609043 4982396 q.jpg —
Marion Harzer Monteith

23142 1122936357 3056 _(.jpg -
Mark Giambrone

70363 1051237845 8221051 _q.jpg -
Mark Kaufmann

49545 1505935471 _3521_q.jpg -
Marouso Chiovaro

50103_570380166_6881_q.jpg -
Marquita Best

41400 1545490245 8533 q.jpg -
Marsha Neal Upshaw

27450 586814231 3217 _q.jpg —
Mary Gierie-Pavelo

23070 _2801525 5440 q.jpg -
Matt Dreyfuss

41627 _1244527409 9938 q.jpg -
Matt Evans

41761 1516617434 5598 q.jpg -
Maureen Quigley



41407 _817299576_9247 _q.jpg -
Melissa Gallo McLaughlin

27363 1257648707_7346_q.jpg -
Melissa Krakowiecki

41371 1419752847 9876 _q.jpg —
Melvin Campbell

41663_1523742961 5617 _q.jpg -
Michael Darrin Ellis

49067_1432848610_5892_q.jpg -
Michael Frasier

23211 100000492734226 2053 g.jpg -
Michael Holmes
Exelon

41698 1377143213 5982 q.jpg -
Michael Lomax

41717 332900027 _1632_q.jpg -
Michael M.
Williamson

41480 770976448 249 g.jpg -
Michael Netta

49871_1483475349 _8032_q.jpg -
Michael Savage

23247 9347623 5475 Q.jpg —
Michael Thomas
Penn State

49854 1692232775 7110 _q.jpg -
Michael Thornton



48985 1415539750 516 _q.jpg -
Michelle Bennett-Watt

49546 659679571 3551719 q.jpg -
Miguel Velez

41407 _1110933561 4386 q.jpg —
Mike Hilles

23258 1196582810 1115 g.jpg -
Mike Justice

41676_609877_6908_q.jpg -

Mike Tyson
UPenn

70841 674117665 390013 _q.jpg -
Missy Rizzo Dangler

41501_706306827_3109_q.jpg -
Mitul Ajmera

27364 1320127516 _5222_q.jpg -
Mortimer Cadogan

49215_1307652972_3572_q.jpg -
Nancy Dart Orlando

41480 1347567660 2698 g.jpg —
Nicholas Giafes

41390_100000976818257_8522_q.jpg —
Nichole Ramsey

41629 100000692750248 3811 q.jpg =
Nick Silvestri



41637_505527050 396 (q.jpg =
Noreen Chand Mirza

49862 661003251 2820 _q.jpg =
Pat Matullo

27448 1067085751 4111 g.jpg -
Patricia Rondon

41438 616445900 1741 q.jpg -
Patrick Hrabe

27444 647955347 4943 g.jpg -
Paul Fisher
Conde Nast

41502 1464524952 8055 q.jpg -
Paul Kesselman

41366 1350413096 7615 g.jpg -
Paul Marvel

23255 1587909373_8606_(0.jpg —
Pete Delgado

41637_10509545_7699_q.jpg —
Pheng Taing
Drexel

41631 1050240488 5038 (.jpg —
Phil Polefrone

41763 1380964678 3247 q.jpg —
Priscilla Thorp Gentry

41650_1428816254_7059_q.jpg -



Qiana Reddlocs Jones

41666 9365002 4378 g.jpg -
Rachel Heath
Penn State

41419 1413451424 5528 _q.jpg -
Rachel Smolinsky

41484 1537096402_1172_q.jpg —
Ray Arias

49310_531737125_1653_dq.jpg -

Rebecca Higgins
Exelon

41708_679343730_4570514 _q.jpg -
Remax Agent-Radley Osorio

1 #$'@%'#__ UllgmHJn-SK.gif =
Rich Buchholz

49229 100001234755361_4660042_q.jpg -
Rich Bynameonly Duvivier

48981 1410535251 1107325 _q.jpg -
Rita M Steed (Rita Hartsfield)

41764 1121900854 2000 _q.jpg -
Rob Eynon

41532 795389485 7000695 q.jpg -
Rob O'Dea

41673 1432193687 5368 (.jpg -
Robert C. De Leon



49889 _1308486450_6199132_q.jpg -
Robert Marquez Il

41501 _1535343874_7385_q.jpg —
Robert McLaughlin

49225 100000299599105_5730768_q.jpg —
Robert Rowcotsky

41402_100000036425999 6998_q.jpg —
Robert Sonny DelLeon

49300_100000537758599 _6590_q.jpg —
Robert Weingard

41629 1554783479_7131_q.jpg —
Rodney Daniels

48893 1322650424 8479 (g.jpg —
Ron DeStefano

41641 1525662931 9092 g.jpg -
Ronald Chisolm Jr

41655 1228835543 7396 _(.jpg -
Rosa DeVita

70602_13722956_6166624_q.jpg —
Rosanne Carmean (Rosanne Eldridge)
Purdue

49306_10504715_8515_¢q.jpg —
Sagar Patel
Drexel

48988 609916925 6056 (q.jpg -
Sam Melendez



48910 607235 501_q.jpg -
Samantha Berman
UPenn

41660 1035425663 2742 _q.jpg -
Sara Carano

41676_655986990_7596_(.jpg -
Scot Snodgrass

49944 1430740630 3709047 _q.jpg -
Scott James Trotter

23264 616582655 9831 (.jpg -
Scott Miller

27380 1724300043 9578 _q.jpg -
Scott Paci

23150 100000826090645 9479 (.jpg —
Sean Miers

41469 1313746269_1810_q.jpg —
Sergio Tapia

49951 1391297423 4095714 q.jpg -
Seth Margulies

27352 1334355802_450 g.jpg -
Shakira Ferrer

41364 1616727469 7273 q.jpg -
Shawn Harris

41364 1002920513 1825 _q.jpg -
Shelby Skiles Mills



49070 24302423 1650 _qg.jpg -
Stacey Church
University of lowa

48910_1562220185_1182_q.jpg —
Stacey Welch

41685 1095825808 3727832 _q.jpg -
Stella Silva

41544 100000161662351_3959 q.jpg —
Stephen Barszowski

41395 1526564467 8879 q.jpg -
Steve Deihm

27339 1159445375 2109 _q.jpg -
Steven Wark

70928_716643968_465642_q.jpg —
Susy Pereira

23252 1043187387_3727_q.jpg -
Suzanne Cohen-Feigenson

41392_1008890507_1852320_gq.jpg —
Tara Freeman Myers (Tara Freeman Myers)
Exelon

41701_1361915459 2916 _q.jpg —
Thom Ingram

41693 1306147057 9336 _(.jpg —
Thomas Mercer

41524 1480998646_4049368_q.jpg -



Tim Booth

41481 1588171408 5108 q.jpg -
Todd Byers

23068 1503741738 _4437_q.jpg -
Tom Socha

41411_1365894971_5216828_(.jpg —
Tommy Bowers

48908 542146804 7303 _(q.jpg =
Torin Moore

49055 645168091 4800 q.jpg -
Tramaine Pinnock
Penn State

49865 1221739612 4425578 _q.jpg -
Travis G. Troxel

23257_1206283546_5350_0q.jpg -
Trey Benson

70848 708776054 5553551 q.jpg -
Tumeka Nicole Clinkscale (Tumeka Flanigan)

49547 1051357591 847545 _q.jpg —
Tyrek Alanos

48977 1255965323 8853 _q.jpg -
Victor Gonzalez

41646 10512474 3505 _g.jpg -
Vimal Patel
Drexel



48825 1157071353 5757 _q.jpg -
Vincent Walker

49863_100000000872871_3849 _q.jpg —
Wendy Filek Beitinger

48974 100000497791654 1682 _q.jpg —
Wes Henne

49053 1388630973 9913 (.jpg -
Wil Pettiford

50107 _582811972 783441 q.jpg —
William Pereira

70604_514378988_6800914_q.jpg -
Yeye-Chimu Blonde-Perez

41464 1834929554 3763 q.jpg —
Yolanda Dominguez

49626 1303514618 5897 0.jpg —
Zsuzsanna Kovats



